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Abstract

Data mining is frequently obstructed by privacy concerns.many cases data is distributed, and bringing the data
together in one place for analysis is not possible due togmyviaws (e.g. HIPAA) or policies. Privacy preserving data
mining techniques have been developed to address thishggueviding mechanisms to mine the data while giving certai
privacy guarantees. In this paper we address the issue oBpyi preserving nearest neighbor search, which forms the
kernel of many data mining applications. To this end, weqmea novel algorithm based on secure multiparty computatio
primitives to compute the nearest neighbors of records nizbatally distributed data. We show how this algorithm dsn
used in three important data mining algorithms, namely L@fier detection, SNN clustering, and kNN classificatiore W
prove the security of these algorithms under the semi-hatbgersarial model, and describe methods that can be used to
optimize their performance.

1 Introduction

Privacy advocates and data miners are frequently at odtiseaith other. In many cases data is distributed, and bringing
the data together in one place for analysis is not possitddgalprivacy laws (e.g. HIPAA [1]) or policies. Privacy pregeg
data mining techniques have been developed to addresssis by providing mechanisms to mine the data while giving
certain privacy guarantees. Research in this field typidalls into one of two categories: data transformation tcknide
private data, and secure multiparty computation to endigearties to compute the data mining result without disetps
their respective inputs.

In this paper we address the problem of privacy preserMegrest Neighbor Searalsing the cryptographic approach.
The problem of finding nearest neighbors is as follows: foivamgdata point:, and a parameté, find thek points which
are closest to the point In a distributed setting, with data that is horizontallytjieoned (i.e. each party has a collection of
data for the same set of attributes, but for different exg)tithe main difference is that the points in the neighbadhoay
no longer be entirely located in the local data set, but atstaay be distributed across multiple data sets.

Many data mining algorithms use nearest neighbor searchmagj@ar computational component [46]. In this paper,
we show how to incorporate our search algorithm into threpniata mining algorithms, namelyocal Outlier Factor
(LOF) outlier detection [6, 7]Shared Nearest Neighbd6SNN) clustering [13, 14, 25], ankl Nearest Neighbo(kNN)
classification [10]. These are an important set of data rgialgorithms. For example, kNN classification is highly wséf
medical research where the best diagnosis of a patiently like most common diagnosis of patients with the most aimil
symptoms [35]. SNN clustering provides good results in ttes@nce of noise, works well for high-dimensional data, and
can handle clusters of varying sizes, shapes, and denditied6]. LOF outlier detection provides a quantitative swea
of the degree to which a point is an outlier and also providgh [uality results in the presence of regions of differing
densities [7, 46].

To the best of our knowledge, this is the first work that disedeals with the issue of privacy preserving nearest neghb
search in a general way. Privacy preserving approaches\fdrdlassification [8, 28] also require finding nearest neakb
However in these works, thguery pointis assumed to be publicly known, which prevents them fronmdpe@ipplied to



algorithms such as SNN clustering and LOF outlier detect®revious work on privacy preserving outlier detection][49
required finding the number of neighbors closer than a tlatdstlthough this is related to the finding of nearest neigish

it also cannot be directly adopted to compute SNN clustekdt outliers as it is limited in the amount of information #rc
compute about the points. Since our approach directly deilishe problem of finding nearest neighbors, it can be used b
any data mining algorithm that requires the computationeafrast neighbors, and thus is more broadly applicable tiean t
previous related works. For more detail on how our work difieom these previous works, we refer the reader to Section 6

This paper makes the following contributions: we design @ehaoryptographic algorithm based on secure multiparty
computation techniques to compute the nearest neighbgqmaimts in horizontally distributed data sets, a problemalihio
the best of our knowledge, has never been dealt with prelyiolifis algorithm is composed of two main parts. The first
computes a superset of the nearest neighborhood (whichis wking techniques similar to [49]). The second part resluce
this set to the exact nearest neighbor set. We show how tad#és algorithm to work in the case of more than two parties,
and we prove the security of this algorithm. In addition, \wews how this search algorithm can be used to compute the LOF
outlier scores of all points in the data set, to find SNN clissie the data, and to perform kNN classification with the give
data sets taken as the training data, thus showing how thiegsteeeighbor search can be practically applied. We show how
all of these can be done while giving guarantees on the priohthe data. We also analyze the complexity of the algorthm
and describe measures that can be taken to increase thenpanfe. We stress that while this work makes use of existing
primitives, these are extended and combined in novel wagsable the computation of thkenearest neighbors, as well as
three major data mining algorithms that rely on nearesthimigsearch.

The rest of this paper is organized as follows. Section 2ughe$ a formal description of the problem addressed, an
overview of the secure multiparty primitives used in thigky@s well as a brief discussion on provable security in dweige
multiparty computation setting. The secure protocol farest neighbor search is described in Section 3. Sectiopldiaz
the application of this protocol for higher level data mopialgorithms. Next we discuss the complexity of the scheme in
Section 5, outline the areas of related work in Section 6 vemdonclude and outline some areas of future work in Section 7

2 Overview
2.1 Problem Description

The objective of this work is to find thie nearest neighbors of points in horizontally partitionethdd@he basic problem
of k-nearest neighbor search is as follows. Given a set of datasp®, and a particular point € S, find the set of points
Ni(z) C S of sizek, such that for every point € Ny (z) and for every poiny € S,y ¢ N,(z) = d(z,n) < d(z,y),
whered(z, y) represents the distance between the pairgsdy. In a distributed setting, the problem is essentially theesa
but with the points located among a set of data sets, i.emfdiorizontally distributed data sefs (1 < i < m), and a
particular pointr € S; (for somej, 1 < j < m), thek-nearest neighborhood efis the setV,(z) C S = Uj~, S, of size
k, such that for every, € Ni(x) andy € S,y ¢ Ni(z) = d(z,n) < d(z,y). If a distributed nearest neighbor search
algorithm is privacy preserving, then it must compute tharast neighbors without revealing any information aboeitiner
parties’ inputs (aside from what can be computed with thpeetive input and output of the computation). In our case, we
compute some extra information in addition to the actuatestaneighbor sets. While this is not the ideal solution, vgeiar
that this work provides an important stepping stone forhfairtwork in this area. We also provide a description of whit th
information reveals in Section 3.1.1. For the sake of siaifglieverything is described in the setting of two partiést each
algorithm that we describe, there is a description of whatls¢o be done to extend it to the more general multiparty. case

2.2 Definitions

Throughout the discussion in this work, the data is assuradukthorizontally partitioned, that is, each data set is a
collection of records for the same set of attributes, butlftierent entities. This would be the case, for example, édival
data, where the same information is gathered for differatiepts, or for network data, where the same set of attribarte
gathered for different IP addresses in different netwovis.describe the algorithms in this work from the perspeaifvene
of the participants, and use the term “local” to indicateadaintained within the data set of the party from whose petsge
we are discussing, and the term “remote” to indicate dataishaot “local”. Also, all arithmetic is done using modular
arithmetic in a sufficiently large field (e.g. modp for the fieldZ,). We refer to this throughout the discussion as “ntdd
Note that in order to preserve distances, this element dimilarger than the largest pairwise distance of the paintisa
set.



In addition to the normal notion of nearest neighbor setsniveduce the notion of aBxtended Nearest Neighbor Siet
the context of distributed nearest neighbor search. This i used to represent a logical extension of the neareghbei
set, and can be described as follows. Imagine a pointthe local data set. We can find thenearest neighbors from the
local data set easily. Select one such local neighbdtow we can define a Partial Nearest Neighbor Set to inclugl@dint
n and all local and remote points that are closer thann. Thus the Extended Nearest Neighbor Set would be the smalles
Partial Nearest Neighbor Set that has a size greater thaqual ®%. This notion will be used in our algorithm for privately
finding thek nearest neighbors.

2.3 Secure Multiparty Computation Primitives

In this section, we give a brief overview of the secure maltip computation primitives used in our algorithm, alonghwi
their requirements, and some examples of existing impléatiens.

2.3.1 Distance

An important part of computing the nearest neighbors of atpisito find the distance between the points securely. The
requirements of the protocol are that the answer should aeedhbetween the two parties involved, such that each share
is uniformly distributed over a sufficiently large field when viewed independently of each other, and that the suimeof t
shares (mod”) equals the distance between the two objects. One suclmdéstacasure has been suggested [49], in which
the square of the Euclidean distance is computed, by maldagfia secure dot product computation [19]. Note that this
formula computes the square of the distance, however tleis dot affect the results of the nearest neighbor algorisimee

the square of the distance preserves order and we are tetéieshe nearest neighbors. Also, any distance computatio

be used that computes the distance securely according &bthwe requirements, including any similarity or non-Edeéin
distance measures.

2.3.2 Comparison

Another cryptographic primitive needed in this algorithsrai protocol for secure comparison, i.e. if two parties havan
bersa andb respectively, how can they determine which is larger withieuealing the actual values to each other. This was
originally formulated as Yao’s Millionaire Problem [51] drtan be accomplished by the general circuit evaluatioroprot
col [20], or by other more efficient protocols [18, 22, 30]. atrious points in our algorithms we make use of two variation
of existing solutions for this problem. In the first variatithe result is given to only one of the parties in questionthin
second variation the result should be split between the fwiigs, such that the sum equalémod F) if the answer is true,
and the sum i9 if the answer is false (this requirement is the same as isetead[49]). We also make use of a secure
equality computation. It should be clear from the contexichldifferent versions are used.

2.3.3 Division

In Algorithm 3 in Section 4.1, we need to make use of the foifmpprimitive for secure division. In the two party case, one
party has; andrs, and the other party has andr, and together they compute shatgsndz,, such that

1+ 1o

21+ 29 = .
r3 4+ 1y

This problem has existing solutions for both the two par8j [And multiparty [5, 34] case.
2.4 Provable Security

Each of the algorithms presented below are privacy prasgrwhich is a notion that can be proven. For an algorithm to
be privacy preserving, it is enough to prove that the alporits secure in th&ecure Multiparty Computatiogense. This
notion of security is defined in [20], and we will use the natiof semi-honesbehavior for our proofs. A semi-honest
party is one that follows the protocol as specified, but maythe results and any intermediate knowledge to try to eixtrac
additional information about the other party’s data. Tlisirealistic model, since in the target application scesaail
parties would have a mutual interest in the correct datangioutput, while at the same time would desire guarantees tha
the other parties cannot learn extra information about tteta. This also allows us to focus on more efficient compnaft
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Figure 1. Example nearest neighbor scenario

since protocols that are secure under malicious advess&gglire the use of expensive bit commitments and zero latyel
proofs. However, it is interesting to note that all prot@ctiiat are secure in the semi-honest model can be convetted in
protocols that are secure in the malicious model [20].

In addition, we make use of the composition theorem [20],clistates that for functiong and g, if g is privately
reducible tof and there is a protocol for privately computifigthen there is a private protocol for computiggIn order
to prove that an algorithm is secure, it is sufficient to shioat given the final output and the respective initial inpytaay
is able to simulate a valid transcript for the protocol, anat the simulated transcript is computationally indistiisgpable
from a transcript of a normal computation. In other words, fifarty can use its own input and the final output to simulae th
messages that it views during the protocol, then it is prakiahthe party can not learn anything extra from these messag

3 Nearest Neighbor Algorithm

In our scenario, two parties each have a set of data pointatea@athered for the same set of attributes, that is, tte dat
is horizontally partitioned. They want to compute the nsineighbors of their points using the union of their data.geor
a local pointz, the steps to find the nearest neighbors are as follows.

1. First, the local nearest neighbor setfas computed.

2. The second step is to securely compute the distance:drtoreach of the remote points. The individual shares from
this calculation are stored for use in the following steps.

3. Next, starting with the closest local neighborafo the farthest, the distances to all remote points are coedpaith
the distance to the current local neighbor. Using this imfation, partyA can count the number of total neighbors that
are closer than the local neighbor.

4. This is repeated until the number of neighbors exceedsatametek.

5. The set of identifiers of the remote points which are cldsan this local neighbor are then discovered. This set forms
the Extended Nearest Neighbor Set (see definition is Se2tR)n

6. Finally, the Find Furthest Points algorithm is used toaeethe remote points within this set that should not be in the
actual nearest neighbor set.

The following section describes the algorithm that perfotirese steps. The Find Furthest Points algorithm, usecein th
final step, is described in Section 3.2.

3.1 Nearest Neighbor Search

In this description we will assume that we are calculatirgribighborhood of a point which is owned by the party,

A has a set of pointX = {x1,...,z,}, and that the other party B, who has a set of poin®§ = {y1,...,y. }. What we
intend to find is the set of pointsn_set C X UY of sizek, such that all points imn_set are closer than all points within
(X UY) \ nn_set.

This is done by first computing the ordered listal_nn, thek nearest neighbors in the local data ZetNext the distances
to all remote points are computed and stored. Then, fromltdsest local neighbor to the farthest, the distance to thete
points are compared with the distance to the local neighloader to count the number of remote and local points that a
closer than this local neighbor. This is illustrated in Fegd. In this figure the point and alln; are local points, and al);
are remote points, and = 3. Thus the distance from to each point; would be computed and compared firstita The



number of points in this case would be 1. Thus, the next loemhborn, would need to be checked. This would result in a
count of 5. Since this is larger th&nthen we have found that the Extended Nearest Neighbor &sists of all points closer
than the pointz (including the pointny), which is depicted by the points between the dashed bracEgure 1. Since
we know the size of the Extended Nearest Neighbor Set, we kmawmany points need to be excluded to get a set of the
correct size, that i&. Thus, we just need to find the correct number of the furthestte fromx from within the Extended
Nearest Neighbor Set and remove them. In our example, thdauaf remote points to remove is 2, and the set of furthest
points would be the sdty2, y5 }. If these are removed (along with the furthest local neighty), then the Nearest Neighbor
Set will be found, which is depicted in Figure 1 by the pointthim the solid braces.

In order to make this algorithm privacy preserving, we nezdhbke use of secure distance computations and secure
comparisons. When the distance betweeand a remote poiny is computed, as shown in step 3 of Algorithm 1, the
result will be shared between the two parties, such thatuhed the shares is equal to the distance between them (modulo
F). When the distance from to y is compared with the distance to a local neighbor in step 9lgbéthm 1, the secure
comparison algorithm must be used. The result of this coimpamwill be shared (asg andcg) in the same manner as the
distance shares, with the sum of the shares equa{rtmd F') if the pointy is closer thanthe local neighbor, afd it is not.
Once all points have been compared in this way, the sum diedit shares:{ = Zy cf?‘/ andc? = Zy ciBy) become shares
of the number of remote points which are closer than the loeghborn;. This number, plus the number of local neighbors
i, can be securely compared to the valu¢o see if this neighbor is the final neighbor in the Extendedgst Neighbor Set
by checking ifc + c? + i > k. Next the identifiers of the remote points in the ExtendedrbigaNeighbor Set are gathered,
and the entire Extended Nearest Neighbor Set is passed Eirtti€urthest Points algorithm (described in Section 3.i#) w
the appropriate number of remote points which need to bevedfsom the Extended Nearest Neighbor Set, which is the
size of the Extended Nearest Neighbor Set minus 1 (for theéléoal neighbor) minug. This is only necessary, of course,
if the size is greater thalh+ 1, since if it equals: + 1 then the final local neighbor is the only point that needs toebgoved.
Also, if it equalsk, then the Nearest Neighbor Set is already found. The resteofi¢tails of the algorithm are shown in
Algorithm 1. Note in the algorithm that when a comparison &de, it is understood that the secure comparison protocol is
used in the underlying implementation.

3.1.1 Security Analysis

In this algorithm, A learns the nearest neighbors and extended nearest nesghftalt its points, even if it includes points
from the other party’s set. Thus, for example dfcomputes the Extended Nearest Neighborhood of its pgi@ind the
resulting neighborhood has as the furthest local neighbor, thenhlearns that the remote points in the set are closer than
the pointn;. Also, A knows which points are not in the Nearest Neighbor Set, ansl khows that those points are further
from the next closest local neighbar_,. Thus, the points not in the Nearest Neighbor Set (but in tkteritled Nearest
Neighbor Set) lie in a particular hypershell constrainedtwy distances from: to n;_; andn;. This hypershell is most
constrained when the distances frarto n;_; andn; are close together, which allowsto infer some information regarding
the distribution ofB’s points (i.e. A could discover thaB has many points at a distance between the distances to these t
local neighbors). This ability to estimate the distribatiaf B’s points decreases greatly in areas whé&sepoints are sparse,
and also greatly decreases as the number of dimensionagese Thus the information that is leaked (from the specified
output) does not give an unreasonable amount of informadidime other party.

Given that the nearest neighborhood is the specified outpeit, this information leakage is expected. Note that the
information in the Nearest Neighbor Set does not include iafgrmation about the points themselves, just an identifier
(that is, an ID that can be used to reference a particular poithe set). However, since these identifiers can be used to
infer some extra information about the distribution of thbes party’s data set (as described above), it would be tbette
if this information could be securely shared. This wouldwalifuther computation to be performed without releasing thi
intermediate information, and we intend to pursue this ¢iieesearch in future work.

If the Extended Nearest Neighbor Set is included as parteobthput for party4, along with the Nearest Neighbor Set,
then it can be proven that this algorithm is privacy preseyvi

Theorem 1 The Nearest Neighbor calculation (Algorithm 1) privateymputes the Nearest Neighbor Set and the Extended
Nearest Neighbor Set of a poiatin the semi-honest model.

Proof. The private inputs of each party are their respective sefwowfts, with one point in one of the sets as the point
whose neighborhood is being calculated, and the outputitNtarest Neighbor Set (with the Extended Nearest Neighbor
Set). As can be seen from the algorithm, all communicatikegplace in steps 3, 9, 12, 21, and 30. In step 3 the distance is



Require: A local pointx
Require: A local data sefX and a remote data skt
Require: A field F' and a global parametér
1: local_nn < sortedk nearest neighbors locally (frofd)

for all y € Y do

Compute (and storejistance(x,y) s.t. A getsd andB getsd
end for
fori=1,...,kdo

n; < local_nnli]

dyn, — distance(z,n;)

for all y € Y do

Ty

© ® N DR WD

and 0 otherW|se
end for
A compute$“‘ >, ¢4y andB computes:? =
ge—ct+cP+i> k: where onlyA getsg
if ¢ is TRUEthen
I —1
Break out of loop
end if
end for
nn_set — {ny,...,n;}forj <I
dyn, — distance(z,ny)
for all y € Y do
g — d2, +dB, < d.n, such thatd getsg
if gis TRUEthen
nn_set «— nn_set U {y}
end if
end for
if [nn_set| = k + 1 then
nn_set < nn_set ~ {nr}
elseif |nn_set| > k + 1 then
T — |nn_set| — 1 —k
nn_far «— FindFurthest Points(x, T, nn_set)
nn_set = nn_set \ nn_far
end if
Returnnn_set

10:
11:

12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:

y cw wherec + ¢!

2

B WheredA +dB = distance

Computed?, +d5, < d,,, whereA getsc;, andB getscf suchthaty, +cf =1 mod Fif d2}, +dB < dun,,

(z,y) mod F

5 is the number of remote points closer than

Algorithm 1: Nearest Neighbor Search



calculated, with each party receiving a random share of igtarte, where each share is uniformly distributed ovefiéhe
when viewed independently of each other. Thus these messagebe simulated with a value randomly selected from the
field. In step 9, the distance from the pointo a remote point is compared to the distance betweand a local neighbor.
This procedure is secure, and the results are again randarasstwhich can also be simulated as before. In step 12, the
shared count is compared to the vakuéOnly A gets the result of this comparison, and thus can be simylsiteteA knows
from the Extended Nearest Neighbor Set whighis the furthest local neighbor, and thus when to output tnebstop the
comparisons. In step 24 simply gets the identifiers of the remote points which ardaExtended Nearest Neighbor Set,
which is part of its output. Finally the Extended Nearestgiieor Set is passed to the Find Furthest Points algorithm in
step 30, with the results being the points which are not inNBarest Neighbor Set, which can compute since it knows
both the Extended Nearest Neighbor Set and the Nearest d®i§et. Since the Find Furthest Points algorithm is secure,
as will be shown in 3.2, then applying the composition theote this algorithm, the Find Furthest Points subroutine, th
secure distance protocol, and the secure comparison pigimmves that the nearest neighbor computation is secutfein
semi-honest modelm

3.2 Find Furthest Points

In this portion of the algorithm, we start with a local pointand a set of point& which containg: remote points, and
we need to find the sef;,, C Z of sizen such that all the points i ., are further than all the points which are in
Zelose = Z \ Zgqr. In other words we need to find thefurthest remote points from, but without revealing any extra
information that cannot be derived from the output, sucthasotdering of the points. Note that initially would contain
both remote and local points, but the local points can bdyefigtred out by A to match the description above, and thus we
can assume without loss of generality that all point&iare remote.

This can be done in the following way. First we test each pamsee if it should be placed in the s&f,,. or Zs,,.
Since we have already computed the distances frameach point inZ, we can compare the distance to a given poirin
with the distances to all other points in the set. If it turns that the point is closer than enough other points, thearithe
added taZ,s., otherwise is should be added4g,,.. Since the size of the s¢tis n, and we are trying to determine which
m points are furthest, then a given point must be closer thd@aatr other points. All points which pass this test will be
added taZ;,.., and those which do not pass are added ig,.

In order to make this algorithm privacy preserving, thedwafing must be done. In this case, the distances are shared
between the two parties, such that the distance tmm x is shared agZ, andd?Z, , where the sum of the two shares equals

Trz;!

the distance (modulé’), and the distance betweernandz; is shared asl;“zj andbdfzj. Thus to see if the distance t¢ is

less than the distance tg, then we need to computs’, + dZ, < dfzi + dfzj. Note that, without loss of generality, this
algorithm assumes that there are no two points of equalndistaway fromz. The case of equal distance can be handled by
breaking ties by means of the point identifiers.

This distance comparison is done in such a way that the ariswamdomly split between the two partidsand B aSC;“j
andcg, such that:;f‘j + 05 =1 mod Fif 2; is closer tar thanz; and0 otherwise. Once all the points have been compared,
each party can sum all their shareg (= _ ¢;; andcf’ = 3=, ¢[7), such that the sum of these two shares is equal (mod F)
to the number of points which are farther franthanz;. If this number is greater thanthen it belongs irZ.;,s., which can
be computed by comparing < ¢/ + ¢Z. Otherwise the point is added to the &t,,.. Then this process is repeated for all
z; € Z. Once this loop completeg;,, contains ther points which are furthest from, andZ,,.. contains the rest. The
pseudocode for this algorithm is found in Algorithm 2.

321 Security Analysis

Theorem 2 The Find Furthest Points calculation (Algorithm 2) privBteomputes the furthest points fronx in the setZ
in the semi-honest model.

Proof. In this algorithm, the private inputs are the local patrand the set of remote points along with the distance shares
from « to each point inZ, andr, the number of furthest points to find. The output is thegf. of = furthest points from
the setZ. The only communication in this algorithm takes place irpsté and 9. In step 5, two distances are compared,
using the secure comparison protocol. The answer is ratuaadwo uniformly distributed shares in the fidig such that
they sum tol if the answer is true, and if the answer is false. Since these shares are uniformlyilaliséd when viewed
independently of each other, they can also be simulatedraittiom values from the field. The other communication takes



Require: x < basis (local) point
Require: 7 is number of farthest points to return
Require: Z = {zo,...,2,}, (remote points) witm > =
Require: A andB sharedZ, andd?, ,for1 <i < n,suchthatly, +dZ, = distance(x, z;)
1 chose — {}
2 Zgar — {}
3: for i — 1ton do
4. forj«—iton,i#jdo

5: Computeds, +d5, < dfzj+dfzj,whereA getsc;; andB getsc, such thatj+cf =1 mod Fif d, +dZ, <
d,. + d%, ando otherwise

6: end for '

7. Acomputes; =", ¢

8  Bcomputes:y =3 cf

9. g« 7 <c+cB, where onlyA getsg

10: if gis TRUEthen

11: addz; to Z,jose

12: €dse

13: addz; to Z,,

14:  endif

15: end for

16: ReturnZy,,

Algorithm 2; Find Furthest Points

place in step 9, which is another secure comparison. Thésesuhis comparison can be simulated siritg,, is the output
and the answer will be true if the point is in the $&f,,c = Z \ Zy,, and false if it is in the final sef ¢,,. Thus applying
the composition theorem to this algorithm and the two intioce of the secure comparison protocol, this algorithne@use
in the semi-honest modelm

3.3 Extension to the Multiparty Case

So far, we have concentrated on the case where two partiswaheed in the protocol. In many applications, howeveis th
algorithm would be more useful if it was extended to the casermore than two parties are involved. This is straightéodv
for all computations which involve at most two parties (@igtance computations) and thus can be performed segatigpt
for the cases where comparisons involve all parties. Onle soimparison occurs in step 12 in Algorithm 1 where the counts
are shared across all parties. The other case where muytigamparison occurs is in the Find Furthest Points algorith
(Algorithm 2), where partyd has the point: and all the other parties have sets of points. In this cagecdimparisons in
steps 5 and 9 can involve multiple parties, and the resulh@fcomparison (in step 5) needs to be shared. However the
general solution, which is used to compute the compariss@gplicable for the multiparty case, and thus could be fmed
the multi-party comparisons.

4  Applications

In this section we discuss ways in which the privacy presgrviearest neighbor search can be used, by showing three
data mining algorithms that utilize nearest neighbor dearc

4.1 LOF Outlier Detection

LOF outlier detection [6, 7] is a method of outlier detecttbat relies on relative densities of data points. This aggino
works well in cases where there are clusters of points witkrilig densities, and provides a measure of the degreeitthwh
a point can be considered an outlier. Note that in our algoritve compute the simplified version of LOF described in [46],
which computes as the LOF score the ratio of the density ofrat pmthe average density of its neighbors. The original LOF



is a more complicated function that takes the distance tb aHlarest neighbors as the distance tokthb nearest neighbor
(i.e. the reachability distance for each point in thdistance neighborhood is simply thedistance), and allows for variable
sized nearest neighbor sets (when there are multiple paintse actual distance is equal to thelistance). Extending
our algorithm for simplified LOF to the original LOF calcuilat is relatively straightforward, but is omitted due to spa
constraints.

Before we discuss the privacy preserving algorithm for LQHier detection, we must first discuss what the requiresent
for a solution are, and how a distributed version of LOF euttletection should work. To do this, let us first recall how th
local LOF algorithm works. The LOF algorithm computes asdh#ier score of a point the ratio of the density aof times
the parametek, and the sum of the densities of thenearest neighbors (i.e. the ratio of the density:@nd the average
densities of its nearest neighbors). In a distributed versif LOF, the computation of the outlier score, and thus #igo
computation of the densities of the points, must take intmant the fact that thé nearest neighbors may not be contained
within the local data set.

For an ideal secure computation (that is, one in which alliis@re sent to a trusted third party who performs the calcu-
lations locally, and returns each party’s respective djipiie only information that would be revealed would be timalfi
outlier scores for each point. Also, since each party doeéseed to know the outlier scores of the other party’s poiorsy
the scores for the local points should be in the output fohgerty. Since each party can run the algorithm locally, and
then compare the scores from the secure computation to¢hbdomputation, it is important to examine what informatio
would be leaked from the secure computation. By compariegwido computed scores, a participant can infer some infor-
mation about the locations of the other party’s points. B@neple, if the other party has a dense cluster of points witié
neighborhood of a local point, and the local neighborhoothat point has a relatively low density, then the outlierrsco
could increase. If that dense cluster is very close to thal lpoint, and it is denser than the local neighborhood, then t
outlier score can decrease. However this leakage is urevieidsince this information is leaked even in the case oitibal
computation.

4.1.1 Protocol

For the simplified version of LOF that were are using, the LO&ts of a point: is

density(x) - k

LOF; =
OFi(x) 2 oneN, (z) densityr(n)

@

wheredensityx(z) = 3_,,c n, () distance(z, n). Since the distance betweerand each of its neighbors is shared between
the partiesd and B, then shares of the density of the pairntan be computed by simply summing the shares of the distances
In other words,A can compute its share of the density of the pairdsd? = D oneNL(z) d4 . Also, B can compute its
share of the density of asé? = ZneNk(l_) dB . The shares of the sum of the densities of the neighbors (theerator in
Equation 1),AQT and AET, can be computed in the same way. In order to compute the L€ $or the pointe, we just
need to compute )

density(x) - k 62k + 6Pk
ZneNk(w) densityx(n) Aﬁw + Aﬁz .
This can be computed securely by means of the secure dipsimnitive discussed in Section 2.3.3. The full details aéth
algorithm are found in Algorithm 3.

4.1.2 Security Analysis

As in the case of all the applications of the basic methodetttige algorithm is only provably secure if the Nearest Kby
Set and the Extended Nearest Neighbor Set are included sp#wified output. In this case, the Nearest Neighbor Setsneed
to be in the output of both parties.

Theorem 3 The Privacy Preserving LOF algorithm (Algorithm 3) privBteomputes the LOF scores of each party’s points,
as well as the Nearest Neighbor Sets and Extended NearagtieiSets, in the semi-honest model.

Proof. The private inputs in this case are the respective sets afpants, and the output is the outlier score of each point
in the respective sets of points. In addition, the outputaios the Nearest Neighbor Set along with each point’s Elddn
Nearest Neighbor Set. The communication that takes plattesimlgorithm occurs in steps 2, 5, 10, and 12. In step 2 and 5,



Require: Two sets of points{ andY owned by the two partied and B respectively
: for all x € X do
Compute the nearest neighbors fomusing Algorithm 1.
Using the distance shares from the last sttpnd B compute shares of the densityaafd# ands? respectively.
end for
Repeat steps 1-4 forajle YV
for all z € X do
N, < k nearest neighbors far (for which density has already been computed)
AcomputesAy, =", 67 foralln; € N,
B computesAY =37 65 foralln; € N,
LOF, « divide(62k, 65k, Aﬁr JAR )
- end for .
: Repeat steps 6-11 for alle Y

© 0N AN E

R e =

Algorithm 3; Privacy Preserving LOF Outlier Detection

the nearest neighbors are being computed for each poird.\vids shown to be a secure computation, and the output of this
protocol is the Nearest Neighbor Set (and the Extended NeleEghbor Set) for each point, which is part of the specified
output. In steps 10 and 12, the LOF score for a point is conthusing the secure division algorithm. The output of these
steps is the LOF score of the point, which is part of the outphtis applying the composition theorem to this algorithme, t
density calculation, and the secure division protocol #gigorithm is secure in the semi-honest model.

4.1.3 Extension to Multiparty Case

To extend this algorithm to the multiparty case, all that éeded is a multiparty version of the division algorithm. The
nearest neighbor detection algorithm can be extended tmthigparty case, as was shown above. Once the neighbors are
found using this method, the density will be shared amondipi@lparties, and thus in order to get the LOF score, allighat
needed is a multiparty case of the division algorithm, wiikeze aren parties, the-th party holdss; andt;, and the LOF

score is
sl +... +sm

bttt
This can be computed in the three party case [34] and in the gemeraln-party case [5].

4.2 SNN Clustering

SNN Clustering is a technique for clustering that defineslanity based on the number of nearest neighbors that two
points share. The shared nearest neighbor similarity forgeintsz andy is defined to be the number of neighbors that
appear in the nearest neighbor lists for botandy, if z andy are in each other’'s nearest neighbor lists. If they are not in
each other’s nearest neighbor lists, then their similasity. A graph that uses this notion of similarity is constructed a
is called the SNN graph. This graph can be constructed bas@damation computed using our nearest neighbor search
algorithm if the parties share their nearest neighbor (etswvas required for LOF outlier detection in Section 4.1).

A description of SNN Clustering techniques can be found Bi.[4There are two main methods of SNN Clustering, the
Jarvis-Patrick method [25] and SNN density based clugidfi3, 14]. The Jarvis-Patrick clustering method is to cotapu
the nearest neighbors of each point, find the similarity betweach point, extrapolate this into a sparse graph whérspo
are connected if their similarity exceeds a certain thrigshand designate as clusters the connected componentssof th
graph. For SNN density based clustering, a notion of deisitgmputed for each point that is based on the nearest raighb
similarity of the point, and then a DBSCAN [15] like algonithis run to identify connected components of high density
points. In both of these algorithms, no additional privat®imation is required beyond what is needed to constriet th
similarity graph. Also, both of these can be extended to #s= ©f more than two parties since the nearest neighborhsearc
algorithm was shown to be extensible to the multiparty case.
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4.3 kNN Classification

The problem of KNN classification [10] is as follows. Givened af labeled records, and a given query instance, finé the
nearest neighbors, and output as the predicted class kabsidjority class label of those neighbors. In a distribstting,
the nearest neighbors can be discovered among all the gagit®s. Previous approaches to solving this problem invagyi
preserving way [8, 28] assume that the query point is publakedge for all the sites involved. However, it would be mor
desirable if the query point was only known to the party tochht was submitted. Using our basic nearest neighbor search
algorithm, these goals can be achieved.

4.3.1 Protocol

Given thek nearest neighbors of a poimt our task in this algorithm is to find which class is represdnby the most
neighbors. Once thé nearest neighbors have been determined, each party knoisk whits points are in the nearest
neighbor set, and thus knows the class labels for thesespdihtis party3, for example, knows how many of the neighbors
it owns are members in each clasgwherel < i < m, andm is the number of class labels). So each party has a list & clas
labels with the number of neighbors in each class. In ord&ntbthe majority class, the sum of the number of neighbors in
each class needs to be compared to the sum of the number bboesgn all the other classes. The class for which the sum
is greater than all other sums is the majority class.

In order to accomplish this, the only hurdle that needs to\rEamme is the comparison. In the two party case this is
fairly straightforward. Using the two party comparisontoienl described in Section 2.3.2, a sum can be tested to #ée if
the largest by comparing it to each other sum individuaflyhé result is true for each comparison, then it is the ldargad
thus represents the majority class. This can be repeatezhfdr class label until the largest is fodin@he answers to these
comparisons are shared securely between the parties, asdrnis compared for equality after all comparisons are made
(the sum of the shares should equal- 1). Also, the answers to the equality tests should be recaagdby the party who
owns the point in question, so that the other parties do rawhléhe predicted class label of the point. This algorithsoal
assumes that no two classes have the same counts, and asn@érini 3.2, ties can be broken using class identifiers. The
pseudocode for this algorithm is found in Algorithm 4.

Require: A query pointz given to partyA
Require: A has a set of labeled data points
Require: B has a set of labeled data points
Require: m is the number of total class labels
1: Run Algorithm 1 to find the nearest neighbors for the paint
2. For each class;, sum locally the number of neighbors in each class/aands? for party A and B respectively
3: for all classc; do
4:  for all classc;, wherej # i do

5: Computes;' —s¢* > sP—sP, whereA getsr{; andB getsr suchthat/; +r52 =1 mod Fif s +s? > s +55,
and0 otherwise.

6: end for

7. Acomputes =3 1)

8 Bcomputes: =3 7/

9. Computer? —m + 1 = r? such that onlyA gets the answer

10: end for

11: For one of the classed, will have received an answer of true for the equality test, s can be output as the majorijty
class

Algorithm 4: Privacy Preserving KNN Classification

1 the answer of true is obtained before the last class isladhe partyd should not terminate this loop, as it will reveal the identifithe majority
class to the other party.
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4.3.2 Security Analysis

As in the case of all the applications of the basic methodettige algorithm is provably secure if the Nearest Neigtbetr
and the Extended Nearest Neighbor Set are included in the#figpleoutput.

Theorem 4 The Privacy Preserving KNN Classifier (Algorithm 4) privgteomputes the majority class of the query point,
as well as the Nearest Neighbor Set and Extended Neareshingi$et, in the semi-honest model.

Proof. The private inputs in this case are the respective sets aflzhts, and the query point (which is known only to
the local party4). The output of the algorithm is the majority class of the guaoint, along with the Nearest Neighbor
Set and the Extended Nearest Neighbor Set of the query poiret.nearest neighbors are found securely (as was shown in
Section 3) in step 1. The output of this step can be simulattidtine nearest neighbor set, which is part of the output. The
next communication takes place when the classes are cothfmaeach other in step 5. The result of these comparisons are
shares that are uniformly distributed when viewed indepatiy, and thus can be simulated with a uniform random number
from the fieldF'. Finally, the sums of the shares are compared for equalthe dutput of this (fromA’s perspective) will

be true for the majority class (which is part dfs output) and false for all the othersd can simulate the answers from
these comparisons with the outpu.on the other hand, gets no information about the comparjsodsiding which class
causes the loop to terminate, since the loop will not be teated early. Thus, by applying the composition theoremito th
algorithm, the nearest neighbor algorithm, and the securgarison primitives, this algorithm is secure in the s@onest
model. m

4.3.3 Extension to Multiparty Case

In the case of two parties, the total sum of neighbors for argalass is shared between two parties. Thus the two sumgcan b
compared using each party’s local shares as shown in steflgafithm 4. However, in the case of three or more parties, th
sums are spread across all parties, and thus the two-pamyastson cannot be used. In this case a multi-party congoaris
algorithm could be used to compute the comparison. Altarslgt this comparison can be accomplished in the following
manner, using a two-party comparison protocol. Let us takecase of 3 partiesd, B, andC. We will also consider 2
classes(; andCs. The total counts for these two classes willheandc,, respectively. Now the coumi is shared among
the three parties ag', ¢, andc{, so thate! + ¢ + ¢ = ¢;. Similarly, the count is shared among the three parties as
cg, B, andc§, so thated + cZ + c§' = ¢p. To perform the comparisoi; simply chooses at random two valugsandr,
from the field 7, and sends; andr, to A, and sends{ — r; mod F andc§ — r, mod F to B. At this pointA and B
can compare the counts to seejif> c, by computing ifef! 4¢P + (c{ —r1) +7r1 mod F > ¢ + cF + (¢§ —r2) 4+ 1o
mod F. This can also be extended to an arbitrary number of partiggdiing one of the parties to play the role Bf (A
would be the party with the query instance), and having e#ioérgarty in turn play the role a@'. Thus the parties playing
the role of A and B would accumulate random shares of each other parties candtat the end would be able to compute
the comparison. In this case the comparison results woukhbeed betweer and B, and thus step 9 of the algorithm
would remain unchanged.

This extension maintains the security of the kNN Classificaprotocol. Since the parties playing the rolebgelect the
r value uniformly at random from the field, the shares thand B get of C’s values are uniformly distributed when viewed
independently. Thus the shares give no information as’sandividual counts. Also, since all parties have a sharéhef
total (even if a party ha@ neighbors for that class), no information is leaked as to hmamy neighbors each party has within
each class. Thus the multiparty extension is as secure asahgarty version.

5 Complexity Analysis

The overall complexity of the algorithm is dominated by tleewe multiparty computation protocols (nearest neighbor
search in general involve8(n?) computation and this algorithm involvéx(n?) secure multiparty computation protocols).
There are two major components to the complexity of thestpots: communication and computation. If we assume that
we use homomorphic encryption [19] as the underlying piimifor the distance computations, we can concretely agalyz
the computational and communication complexity of thist pérthe protocol. For this analysis we will assume that only
two parties are involved, and that each party hakata records, for a total @h records. Let us also assume that each data
point is of dimensionl, that each record contaifg bit integers, and thus the field in which we perform the aritimis the
integers modulo &4 + d bit integer (in order to contain the largest possible dotipad, where each of thé components in
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the two vectors arg3?). Also, the homomorphic encryption scheme that we use iié?s encryption scheme [42], with a
1024 bit RSA modulus, and thus the encryption invol284d8 bit exponentiation and multiplication. Finally, we assutinat
Paillier’'s encryption scheme has the appropriate valuesgmputed (the amount of time required for the precompanati
will be discussed later in the section).

Now a total ofn? pairwise distances need to be computed as the first step aigbsgthm. This involves the computation
of n2 dot products. As per the dot product algorithm in [19], easmponent must be encrypted by the first party and sent
to the second party. The second party computes traot products and sends back encrypted random shares, wigidinst
party must decrypt. Thus, the first party must compiiieencryptions, and send thege values to the second party. For
each dot product, the second party must com@uegponentiations and multiplications, followed by an encryption and
a multiplication. Finally, these? encrypted values must be sent back to the first party, who deest/pt them all. Thus,
the total computation required by the first partylis encryptions anek? decryptions. If we ignore all multiplications and
divisions in the encryption and decryption routines, weehie first party computingn + n22048 bit exponentiations. The
first party then must ser248dn bits to the second party. The second party must then confgutel )n? exponentiations.
Thesen?2048 bit values must be sent back to the first party, who must coempuéxponentiations. Thus, the total bandwidth
required i2048(n? +dn) bits, and the total number @b48 bit exponeniations ign+n2+ (d+1)n?+n? = dn+ (d+3)n>.
However, it is interesting to note that these encryptiomslmhighly parallelized, and thus can be greatly sped upugtro
the use of high powered computers with multiple processors.

In addition to this, there ar®(n?) comparisons that need to be computed. It is not entireljgstif@rward what the most
efficient mechanism is to perform this computation, and firesiding a concrete implementation for this protocol i fer
future work. It is important that the end solution is not oalyefficient as possible, but also easy to implement.

5.1 Optimizations

We can see from the previous section that the algorithm isesdrat heavyweight, in that it is quadratic in terms of
secure multiparty computation primitives, and may be diffito execute in the case when the number of points is vegglar
Unfortunately, this is the case of many Privacy PreserviagaMining solutions based on secure multiparty compuiatio
Thus, in this section, we propose a few mechanisms that casdzeto speed up the execution of the protocol, as a tradeoff
in terms of the accuracy of the results.

The first is the use of sampling, which is a common mechanisd irsdata mining. The parties involved could select a
subset of their data that will be used to find the neighborsisTthe neighbors can be found for each point, but the neighbo
will only be located in the sample Thus, if the sample is of size, with m << n, then the protocols would run in time
O(mn) for outlier detection and clustering and tirG&m) for classification.

The next possibility to increase performance of the alparits to only run it for a restricted portion of the datasetisTh
would not be applicable for the classification protocolcsithere is only one query point for which neighbors are found
However, the outlier detection could be run only on the Igrahts that are anomalous locally. Since points that arensd
clusters would be both locally and jointly non-anomalousdifig the joint anomaly score for these points would give no
extra information. Similarly, the clustering could be rum jpoints that are not a part of dense clusters, since thosgspoi
would likely remain in those clusters even with the jointadalt is difficult to quantify how much accuracy would be lost
in this way, however it would enable the parties involved ¢gable to run the algorithm and receive some results, hdpeful
resulting in better results than if the algorithm was only kecally. Related to this idea would be the use of preclisgen
order to prearrange the data, so that neighbors are onlghsshfor in the closest cluster. This would affect the acoyicd
the results in a somewhat unpredictable way, but would lyreaduce the complexity of the algorithm.

A final possibility to increase performance, which is lefeaisarea of future work, is to investigate the field of appraatien
nearest neighbor search. Much work has been done in thig4i€2d, 32], and applying those principles to the field of ady
preserving nearest neighbor detection could result irfadgorithms that privately find the approximate neareighimor
sets.

6 Reated Work

Much work has been done in the field of Privacy Preserving Dtténg. There are two main approaches to this field: the
data modification approach, and the cryptographic appro@bb data modification approach consists of two major angles

2This technique has been used quite effectively to identifynaalous net-flows in large collections of network data usiregl OF scheme [11].
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as well, one being the randomization method and the othaglieanonymization. The randomization method was initially
proposed by Agrawal and Srikant [3], with their work on restacting approximations of distribution of the originatdset
from randomly perturbed values. The randomization apgrteas also been applied to association rule mining [16, 48] an
clustering [39, 40, 41], in addition to further work on degistrees [2]. This randomization approach was shown to have
some limitations [29], where under certain circumstanttespriginal data points were able to be recovered withyfdiigh
accuracy, thus greatly reducing the privacy guaranteesmésandomization methods. Algorithms have also been deedl

to compute clusters by exchanging higher level informatsuth as generative models [36], without exchanging theahct
data and without relying on randomization.

The k-anonymization approach was largely established by thé&svof Sweeney and Samarati [44, 45]. The idea of
k-anonymization is simply to modify the records of the datehsthat for every record, there ake— 1 other records that
are indistinguishable from it. This is effective at prewagtre-identification, which is the process of using fieldatttio
not obviously identify an individual (e.g. zip code or dafabath), and combining them with some external information
(e.g. a phone book), to link the identity to the record, thresaking the privacy of that individual. The main technigae t
obtain ak-anonymous data set is generalization and suppressioiougaechniques have been proposed in [44, 45, 23], and
they essentially work by reducing the granularity of theaglataking the attributes less specific. This is typicallyelon a
selected subset of the attributes that are deemed poteidietifying, as achieving optimal-anonymization was found to
be NP-hard [37]. Anonymization has also been used for IP dgkirs [17, 38].

The cryptographic approach primarily makes use of Securkipauty Computation ideas from the field of Cryptogra-
phy [20, 51]. In this setting, two or more parties want to firtompute the function from the combination of their input
such that they learn the output, yet receive no more infdonatbout the other’s input than they can discern from thewaut
alone. Much work has been done in this area, starting with BBere a private computation was shown for computing
information gain, allowing a secure computation of ID3 dam trees. Following this, much work was done for general
tools for privacy preserving data mining (including secseeoperations [9, 31] and secure sum and scalar produck[&}
classification for horizontally partitioned data [8, 28]davertically partitioned data [52], association rule muii27, 47],
k-means clustering [24, 26, 48], outlier detection [49], &mther work on decision trees [50].

The previous work on kNN classification for horizontally figoned data [8, 28] deserves some extra discussion, as the
key step in KNN classification is to compute thenearest neighbors of the given point to be classified. In bbtiese
works [8, 28], the authors assumed that the query point whlcpknowledge (including the values for all attributesrF
both works the first step for each party is to computeftlodosest points from the local data sets. From this pointitiGsti
al. [8] make use of a distributed randomized algoritAR TopKto compute thé: smallest distances to the query point. This
is followed by a secure sum algorithm to compute the total®éezh class, from which the majority class can be found. In
Kantarcioglu and Clifton [28], once each party computesithisest points in their respective data sets, the distanoedll
mk points to the query point are compared securely to each (tlerem is the number of parties involved), and the results
are sent to a semi-trusted third party (after scramblingéwent the third party from learning which party contrititehich
points) along with the class values for each point (encypténg the querier’s public key). The third party can thempate
the k nearest points from the:k points, and engages in a secure computation with the quersermpute the majority class
label.

Since in both of these works the query point is given to eactypavolved, neither of these schemes can be used for
LOF outlier detection and SNN clustering. The reason isélaah of the data points themselves are the “query” points, an
releasing them would release the entire data set. For kNésifileation, both of these schemes, as well as our scheme, are
potentially applicable. In our work however, the query pagnrassumed to be private in addition to the data sets, whkieh i
requirement in certain applications. For example, if thergypoint is a patient record, that patient’s informatioowd be
kept private, in addition to the records of the patients edther data sets. Note also that in Chitti et al., once thghheirs
are found the secure sum algorithm is used to sum up the tmtatg for each class label. This effectively releases thetso
for each class label, and discloses the class distributitong the nearest neighbors. In our extension for KNN classifin
however, only the majority class is found, and the additi@tass information is not leaked. Finally, for Kantarciogind
Clifton a semi-trusted third party is required to find themesaneighbors and the majority class label. This assumginot
required in our construction.

To the best of our knowledge, the only other work that has esigrd outlier detection was by Vaidya and Clifton [49].
In that work they describe an algorithm to compute distavased global outliers, where a point is declared an ouflier i
the distance to all other points (or a certain percengagéthe other points) is greater than some given thresholdthiss
requires finding all neighbors closer than a thresholdr kexnel and our kernel are very similar. Both run in quadrtithe
and are capable of detecting the nearest neighbors witleértaic distance from the point in question. In their aldorit that
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distance isit, a predefined static distance. In our scheme however, thendisis the distance to ttieth nearest neighbor,
which varies for each point. This difference is key, as itldes the computation of much more information about thetgoin
Vaidya and Clifton’s kernel allows for the computation ofiadry classification for outliers - either a point is an oaitlor

it is not. Our kernel, however, allows for the computatiortted LOF score of each point, ranking each point in its degree
of outlier-ness. It also allows for outliers and clusterd&computed based on local density. Thus our algorithm imor
suitable to be used as a subroutine to provide private caatipns of algorithms that require the computation of ndares
neighbors sets, which we show in our applications to LOHeudetection, SNN clustering, and kNN classification.

7 Conclusion

In conclusion, we have shown a protocol for privately conmuthe & nearest neighbors of points in a horizontally
partitioned data set. We described this algorithm in the pagy case and proved security for each of the parts of the
algorithm. In addition, we showed how to extend the neareigthibor computation to the multiparty case. We also showed
how this algorithm could be used to compute LOF outlier ssg8IN Clustering, and KNN Classification, including setyuri
proofs and extensions of each to the multiparty case. inaé analyzed the complexity of the scheme and suggested som
mechanisms to improve the performance of the protocol axbpense of accuracy.

Since this algorithm is most likely to be used as a step in aamomplicated process, it would be desirable to hide the
identities of the neighbors (or share this information selgtto enable further computation), so that the end resubtained
without leaking this information. This would require a st more tightly coupled with the information that is neddeom
the neighborhood (i.e. it would be highly application-degeent), and is left for future work. Also, this work is focasen
horizontally partitioned data, and another area of futunekwould be extending it to vertically partitioned datan&iy, one
last area of work would be to investigate the area of appratémearest neighbor search, in order to develop fasteateriv
computations of the neighbors.
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