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Abstract

Data mining is frequently obstructed by privacy concerns. In many cases data is distributed, and bringing the data
together in one place for analysis is not possible due to privacy laws (e.g. HIPAA) or policies. Privacy preserving data
mining techniques have been developed to address this issueby providing mechanisms to mine the data while giving certain
privacy guarantees. In this paper we address the issue of privacy preserving nearest neighbor search, which forms the
kernel of many data mining applications. To this end, we present a novel algorithm based on secure multiparty computation
primitives to compute the nearest neighbors of records in horizontally distributed data. We show how this algorithm canbe
used in three important data mining algorithms, namely LOF outlier detection, SNN clustering, and kNN classification. We
prove the security of these algorithms under the semi-honest adversarial model, and describe methods that can be used to
optimize their performance.

1 Introduction

Privacy advocates and data miners are frequently at odds with each other. In many cases data is distributed, and bringing
the data together in one place for analysis is not possible due to privacy laws (e.g. HIPAA [1]) or policies. Privacy preserving
data mining techniques have been developed to address this issue by providing mechanisms to mine the data while giving
certain privacy guarantees. Research in this field typically falls into one of two categories: data transformation to mask the
private data, and secure multiparty computation to enable the parties to compute the data mining result without disclosing
their respective inputs.

In this paper we address the problem of privacy preservingNearest Neighbor Searchusing the cryptographic approach.
The problem of finding nearest neighbors is as follows: for a given data pointx, and a parameterk, find thek points which
are closest to the pointx. In a distributed setting, with data that is horizontally partitioned (i.e. each party has a collection of
data for the same set of attributes, but for different entities), the main difference is that the points in the neighborhood may
no longer be entirely located in the local data set, but instead may be distributed across multiple data sets.

Many data mining algorithms use nearest neighbor search as amajor computational component [46]. In this paper,
we show how to incorporate our search algorithm into three major data mining algorithms, namelyLocal Outlier Factor
(LOF) outlier detection [6, 7],Shared Nearest Neighbor(SNN) clustering [13, 14, 25], andk Nearest Neighbor(kNN)
classification [10]. These are an important set of data mining algorithms. For example, kNN classification is highly useful in
medical research where the best diagnosis of a patient is likely the most common diagnosis of patients with the most similar
symptoms [35]. SNN clustering provides good results in the presence of noise, works well for high-dimensional data, and
can handle clusters of varying sizes, shapes, and densities[14, 46]. LOF outlier detection provides a quantitative measure
of the degree to which a point is an outlier and also provides high quality results in the presence of regions of differing
densities [7, 46].

To the best of our knowledge, this is the first work that directly deals with the issue of privacy preserving nearest neighbor
search in a general way. Privacy preserving approaches for kNN classification [8, 28] also require finding nearest neighbors.
However in these works, thequery pointis assumed to be publicly known, which prevents them from being applied to
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algorithms such as SNN clustering and LOF outlier detection. Previous work on privacy preserving outlier detection [49]
required finding the number of neighbors closer than a threshold. Although this is related to the finding of nearest neighbors,
it also cannot be directly adopted to compute SNN clusters orLOF outliers as it is limited in the amount of information it can
compute about the points. Since our approach directly dealswith the problem of finding nearest neighbors, it can be used by
any data mining algorithm that requires the computation of nearest neighbors, and thus is more broadly applicable than the
previous related works. For more detail on how our work differs from these previous works, we refer the reader to Section 6.

This paper makes the following contributions: we design a novel cryptographic algorithm based on secure multiparty
computation techniques to compute the nearest neighbors ofpoints in horizontally distributed data sets, a problem which, to
the best of our knowledge, has never been dealt with previously. This algorithm is composed of two main parts. The first
computes a superset of the nearest neighborhood (which is done using techniques similar to [49]). The second part reduces
this set to the exact nearest neighbor set. We show how to extend this algorithm to work in the case of more than two parties,
and we prove the security of this algorithm. In addition, we show how this search algorithm can be used to compute the LOF
outlier scores of all points in the data set, to find SNN clusters in the data, and to perform kNN classification with the given
data sets taken as the training data, thus showing how the nearest neighbor search can be practically applied. We show how
all of these can be done while giving guarantees on the privacy of the data. We also analyze the complexity of the algorithms
and describe measures that can be taken to increase the performance. We stress that while this work makes use of existing
primitives, these are extended and combined in novel ways toenable the computation of thek nearest neighbors, as well as
three major data mining algorithms that rely on nearest neighbor search.

The rest of this paper is organized as follows. Section 2 includes a formal description of the problem addressed, an
overview of the secure multiparty primitives used in this work, as well as a brief discussion on provable security in the secure
multiparty computation setting. The secure protocol for nearest neighbor search is described in Section 3. Section 4 explains
the application of this protocol for higher level data mining algorithms. Next we discuss the complexity of the scheme in
Section 5, outline the areas of related work in Section 6, andwe conclude and outline some areas of future work in Section 7.

2 Overview

2.1 Problem Description

The objective of this work is to find thek nearest neighbors of points in horizontally partitioned data. The basic problem
of k-nearest neighbor search is as follows. Given a set of data points S, and a particular pointx ∈ S, find the set of points
Nk(x) ⊆ S of sizek, such that for every pointn ∈ Nk(x) and for every pointy ∈ S, y /∈ Nx(x) ⇒ d(x, n) ≤ d(x, y),
whered(x, y) represents the distance between the pointsx andy. In a distributed setting, the problem is essentially the same,
but with the points located among a set of data sets, i.e. form horizontally distributed data setsSi (1 ≤ i ≤ m), and a
particular pointx ∈ Sj (for somej, 1 ≤ j ≤ m), thek-nearest neighborhood ofx is the setNk(x) ⊆ S = ∪m

i=1Si of size
k, such that for everyn ∈ Nk(x) andy ∈ S, y /∈ Nk(x) ⇒ d(x, n) ≤ d(x, y). If a distributed nearest neighbor search
algorithm is privacy preserving, then it must compute the nearest neighbors without revealing any information about the other
parties’ inputs (aside from what can be computed with the respective input and output of the computation). In our case, we
compute some extra information in addition to the actual nearest neighbor sets. While this is not the ideal solution, we argue
that this work provides an important stepping stone for further work in this area. We also provide a description of what this
information reveals in Section 3.1.1. For the sake of simplicity, everything is described in the setting of two parties.For each
algorithm that we describe, there is a description of what needs to be done to extend it to the more general multiparty case.

2.2 Definitions

Throughout the discussion in this work, the data is assumed to be horizontally partitioned, that is, each data set is a
collection of records for the same set of attributes, but fordifferent entities. This would be the case, for example, in medical
data, where the same information is gathered for different patients, or for network data, where the same set of attributes are
gathered for different IP addresses in different networks.We describe the algorithms in this work from the perspectiveof one
of the participants, and use the term “local” to indicate data contained within the data set of the party from whose perspective
we are discussing, and the term “remote” to indicate data that is not “local”. Also, all arithmetic is done using modular
arithmetic in a sufficiently large fieldF (e.g. modp for the fieldZp). We refer to this throughout the discussion as “modF ”.
Note that in order to preserve distances, this element should be larger than the largest pairwise distance of the points in the
set.
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In addition to the normal notion of nearest neighbor sets, weintroduce the notion of anExtended Nearest Neighbor Set, in
the context of distributed nearest neighbor search. This term is used to represent a logical extension of the nearest neighbor
set, and can be described as follows. Imagine a pointx in the local data set. We can find thek nearest neighbors from the
local data set easily. Select one such local neighborn. Now we can define a Partial Nearest Neighbor Set to include the point
n and all local and remote points that are closer tox thann. Thus the Extended Nearest Neighbor Set would be the smallest
Partial Nearest Neighbor Set that has a size greater than or equal tok. This notion will be used in our algorithm for privately
finding thek nearest neighbors.

2.3 Secure Multiparty Computation Primitives

In this section, we give a brief overview of the secure multiparty computation primitives used in our algorithm, along with
their requirements, and some examples of existing implementations.

2.3.1 Distance

An important part of computing the nearest neighbors of a point is to find the distance between the points securely. The
requirements of the protocol are that the answer should be shared between the two parties involved, such that each share
is uniformly distributed over a sufficiently large fieldF when viewed independently of each other, and that the sum of the
shares (modF ) equals the distance between the two objects. One such distance measure has been suggested [49], in which
the square of the Euclidean distance is computed, by making use of a secure dot product computation [19]. Note that this
formula computes the square of the distance, however this does not affect the results of the nearest neighbor algorithm,since
the square of the distance preserves order and we are interested in the nearest neighbors. Also, any distance computation can
be used that computes the distance securely according to theabove requirements, including any similarity or non-Euclidean
distance measures.

2.3.2 Comparison

Another cryptographic primitive needed in this algorithm is a protocol for secure comparison, i.e. if two parties have num-
bersa andb respectively, how can they determine which is larger without revealing the actual values to each other. This was
originally formulated as Yao’s Millionaire Problem [51] and can be accomplished by the general circuit evaluation proto-
col [20], or by other more efficient protocols [18, 22, 30]. Atvarious points in our algorithms we make use of two variations
of existing solutions for this problem. In the first variation the result is given to only one of the parties in question. Inthe
second variation the result should be split between the two parties, such that the sum equals1 (modF ) if the answer is true,
and the sum is0 if the answer is false (this requirement is the same as is needed in [49]). We also make use of a secure
equality computation. It should be clear from the context which different versions are used.

2.3.3 Division

In Algorithm 3 in Section 4.1, we need to make use of the following primitive for secure division. In the two party case, one
party hasr1 andr3, and the other party hasr2 andr4 and together they compute sharesz1 andz2, such that

z1 + z2 =
r1 + r2

r3 + r4
.

This problem has existing solutions for both the two party [12] and multiparty [5, 34] case.

2.4 Provable Security

Each of the algorithms presented below are privacy preserving, which is a notion that can be proven. For an algorithm to
be privacy preserving, it is enough to prove that the algorithm is secure in theSecure Multiparty Computationsense. This
notion of security is defined in [20], and we will use the notion of semi-honestbehavior for our proofs. A semi-honest
party is one that follows the protocol as specified, but may use the results and any intermediate knowledge to try to extract
additional information about the other party’s data. This is a realistic model, since in the target application scenarios all
parties would have a mutual interest in the correct data mining output, while at the same time would desire guarantees that
the other parties cannot learn extra information about their data. This also allows us to focus on more efficient computations,
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Figure 1. Example nearest neighbor scenario

since protocols that are secure under malicious adversaries require the use of expensive bit commitments and zero knowledge
proofs. However, it is interesting to note that all protocols that are secure in the semi-honest model can be converted into
protocols that are secure in the malicious model [20].

In addition, we make use of the composition theorem [20], which states that for functionsf and g, if g is privately
reducible tof and there is a protocol for privately computingf , then there is a private protocol for computingg. In order
to prove that an algorithm is secure, it is sufficient to show that given the final output and the respective initial input, aparty
is able to simulate a valid transcript for the protocol, and that the simulated transcript is computationally indistinguishable
from a transcript of a normal computation. In other words, ifa party can use its own input and the final output to simulate the
messages that it views during the protocol, then it is proventhat the party can not learn anything extra from these messages.

3 Nearest Neighbor Algorithm

In our scenario, two parties each have a set of data points that are gathered for the same set of attributes, that is, the data
is horizontally partitioned. They want to compute the nearest neighbors of their points using the union of their data sets. For
a local pointx, the steps to find thek nearest neighbors are as follows.

1. First, the local nearest neighbor set forx is computed.

2. The second step is to securely compute the distance fromx to each of the remote points. The individual shares from
this calculation are stored for use in the following steps.

3. Next, starting with the closest local neighbor ofx to the farthest, the distances to all remote points are compared with
the distance to the current local neighbor. Using this information, partyA can count the number of total neighbors that
are closer than the local neighbor.

4. This is repeated until the number of neighbors exceeds theparameterk.

5. The set of identifiers of the remote points which are closerthan this local neighbor are then discovered. This set forms
the Extended Nearest Neighbor Set (see definition is Section2.2).

6. Finally, the Find Furthest Points algorithm is used to remove the remote points within this set that should not be in the
actual nearest neighbor set.

The following section describes the algorithm that performs these steps. The Find Furthest Points algorithm, used in the
final step, is described in Section 3.2.

3.1 Nearest Neighbor Search

In this description we will assume that we are calculating the neighborhood of a pointx which is owned by the partyA,
A has a set of pointsX = {x1, . . . , xn}, and that the other party isB, who has a set of pointsY = {y1, . . . , yn′}. What we
intend to find is the set of pointsnn set ⊂ X ∪ Y of sizek, such that all points innn set are closer than all points within
(X ∪ Y ) r nn set.

This is done by first computing the ordered listlocal nn, thek nearest neighbors in the local data setX. Next the distances
to all remote points are computed and stored. Then, from the closest local neighbor to the farthest, the distance to the remote
points are compared with the distance to the local neighbors, in order to count the number of remote and local points that are
closer than this local neighbor. This is illustrated in Figure 1. In this figure the pointx and allni are local points, and allyi

are remote points, andk = 3. Thus the distance fromx to each pointyi would be computed and compared first ton1. The
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number of points in this case would be 1. Thus, the next local neighborn2 would need to be checked. This would result in a
count of 5. Since this is larger thank, then we have found that the Extended Nearest Neighbor Set consists of all points closer
than the pointn2 (including the pointn2), which is depicted by the points between the dashed braces in Figure 1. Since
we know the size of the Extended Nearest Neighbor Set, we knowhow many points need to be excluded to get a set of the
correct size, that isk. Thus, we just need to find the correct number of the furthest points fromx from within the Extended
Nearest Neighbor Set and remove them. In our example, the number of remote points to remove is 2, and the set of furthest
points would be the set{y2, y5}. If these are removed (along with the furthest local neighbor n2), then the Nearest Neighbor
Set will be found, which is depicted in Figure 1 by the points within the solid braces.

In order to make this algorithm privacy preserving, we need to make use of secure distance computations and secure
comparisons. When the distance betweenx and a remote pointy is computed, as shown in step 3 of Algorithm 1, the
result will be shared between the two parties, such that the sum of the shares is equal to the distance between them (modulo
F ). When the distance fromx to y is compared with the distance to a local neighbor in step 9 of Algorithm 1, the secure
comparison algorithm must be used. The result of this comparison will be shared (ascA

iy andcB
iy) in the same manner as the

distance shares, with the sum of the shares equal to1 (modF ) if the pointy is closer thanthe local neighbor, and0 if it is not.
Once all points have been compared in this way, the sum of all these shares (cA

i =
∑

y cA
iy andcB

i =
∑

y cB
iy) become shares

of the number of remote points which are closer than the localneighborni. This number, plus the number of local neighbors
i, can be securely compared to the valuek, to see if this neighbor is the final neighbor in the Extended Nearest Neighbor Set
by checking ifcA

i + cB
i + i ≥ k. Next the identifiers of the remote points in the Extended Nearest Neighbor Set are gathered,

and the entire Extended Nearest Neighbor Set is passed to theFind Furthest Points algorithm (described in Section 3.2) with
the appropriate number of remote points which need to be removed from the Extended Nearest Neighbor Set, which is the
size of the Extended Nearest Neighbor Set minus 1 (for the final local neighbor) minusk. This is only necessary, of course,
if the size is greater thank +1, since if it equalsk +1 then the final local neighbor is the only point that needs to beremoved.
Also, if it equalsk, then the Nearest Neighbor Set is already found. The rest of the details of the algorithm are shown in
Algorithm 1. Note in the algorithm that when a comparison is made, it is understood that the secure comparison protocol is
used in the underlying implementation.

3.1.1 Security Analysis

In this algorithm,A learns the nearest neighbors and extended nearest neighbors of all its points, even if it includes points
from the other party’s set. Thus, for example, ifA computes the Extended Nearest Neighborhood of its pointx, and the
resulting neighborhood hasni as the furthest local neighbor, thenA learns that the remote points in the set are closer than
the pointni. Also, A knows which points are not in the Nearest Neighbor Set, and thus knows that those points are further
from the next closest local neighborni−1. Thus, the points not in the Nearest Neighbor Set (but in the Extended Nearest
Neighbor Set) lie in a particular hypershell constrained bythe distances fromx to ni−1 andni. This hypershell is most
constrained when the distances fromx to ni−1 andni are close together, which allowsA to infer some information regarding
the distribution ofB’s points (i.e.A could discover thatB has many points at a distance between the distances to these two
local neighbors). This ability to estimate the distribution of B’s points decreases greatly in areas whereA’s points are sparse,
and also greatly decreases as the number of dimensions increases. Thus the information that is leaked (from the specified
output) does not give an unreasonable amount of informationto the other party.

Given that the nearest neighborhood is the specified output,then this information leakage is expected. Note that the
information in the Nearest Neighbor Set does not include anyinformation about the points themselves, just an identifier
(that is, an ID that can be used to reference a particular point in the set). However, since these identifiers can be used to
infer some extra information about the distribution of the other party’s data set (as described above), it would be better
if this information could be securely shared. This would allow futher computation to be performed without releasing this
intermediate information, and we intend to pursue this lineof research in future work.

If the Extended Nearest Neighbor Set is included as part of the output for partyA, along with the Nearest Neighbor Set,
then it can be proven that this algorithm is privacy preserving.

Theorem 1 The Nearest Neighbor calculation (Algorithm 1) privately computes the Nearest Neighbor Set and the Extended
Nearest Neighbor Set of a pointx in the semi-honest model.

Proof. The private inputs of each party are their respective sets ofpoints, with one point in one of the sets as the point
whose neighborhood is being calculated, and the output is the Nearest Neighbor Set (with the Extended Nearest Neighbor
Set). As can be seen from the algorithm, all communication takes place in steps 3, 9, 12, 21, and 30. In step 3 the distance is
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Require: A local pointx
Require: A local data setX and a remote data setY
Require: A field F and a global parameterk

1: local nn ← sortedk nearest neighbors locally (fromX)
2: for all y ∈ Y do
3: Compute (and store)distance(x, y) s.t.A getsdA

xy andB getsdB
xy wheredA

xy + dB
xy = distance(x, y) mod F

4: end for
5: for i = 1, . . . , k do
6: ni ← local nn[i]
7: dxni

← distance(x, ni)
8: for all y ∈ Y do
9: ComputedA

xy + dB
xy < dxni

whereA getscA
iy andB getscB

iy such thatcA
iy + cB

iy = 1 mod F if dA
xy + dB

xy < dxni
,

and 0 otherwise
10: end for
11: A computescA

i =
∑

y cA
iy andB computescB

i =
∑

y cB
iy wherecA

i + cB
i is the number of remote points closer thanni

12: g ← cA
i + cB

i + i ≥ k where onlyA getsg
13: if g is TRUEthen
14: I ← i
15: Break out of loop
16: end if
17: end for
18: nn set ← {n1, . . . , nj} for j ≤ I
19: dxnI

← distance(x, nI)
20: for all y ∈ Y do
21: g ← dA

xy + dB
xy < dxnI

such thatA getsg
22: if g is TRUEthen
23: nn set ← nn set ∪ {y}
24: end if
25: end for
26: if |nn set| = k + 1 then
27: nn set ← nn set r {nI}
28: else if |nn set| > k + 1 then
29: π ← |nn set| − 1 − k
30: nn far ← FindFurthestPoints(x, π, nn set)
31: nn set = nn set r nn far
32: end if
33: Returnnn set

Algorithm 1: Nearest Neighbor Search
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calculated, with each party receiving a random share of the distance, where each share is uniformly distributed over thefield
when viewed independently of each other. Thus these messages can be simulated with a value randomly selected from the
field. In step 9, the distance from the pointx to a remote point is compared to the distance betweenx and a local neighbor.
This procedure is secure, and the results are again random shares, which can also be simulated as before. In step 12, the
shared count is compared to the valuek. OnlyA gets the result of this comparison, and thus can be simulated, sinceA knows
from the Extended Nearest Neighbor Set whichni is the furthest local neighbor, and thus when to output true and stop the
comparisons. In step 21,A simply gets the identifiers of the remote points which are in the Extended Nearest Neighbor Set,
which is part of its output. Finally the Extended Nearest Neighbor Set is passed to the Find Furthest Points algorithm in
step 30, with the results being the points which are not in theNearest Neighbor Set, whichA can compute since it knows
both the Extended Nearest Neighbor Set and the Nearest Neighbor Set. Since the Find Furthest Points algorithm is secure,
as will be shown in 3.2, then applying the composition theorem to this algorithm, the Find Furthest Points subroutine, the
secure distance protocol, and the secure comparison protocol proves that the nearest neighbor computation is secure inthe
semi-honest model.

3.2 Find Furthest Points

In this portion of the algorithm, we start with a local pointx, and a set of pointsZ which containsn remote points, and
we need to find the setZfar ⊂ Z of sizeπ such that all the points inZfar are further than all the points which are in
Zclose = Z r Zfar. In other words we need to find theπ furthest remote points fromx, but without revealing any extra
information that cannot be derived from the output, such as the ordering of the points. Note that initiallyZ would contain
both remote and local points, but the local points can be easily filtered out byA to match the description above, and thus we
can assume without loss of generality that all points inZ are remote.

This can be done in the following way. First we test each point, to see if it should be placed in the setZclose or Zfar.
Since we have already computed the distances fromx to each point inZ, we can compare the distance to a given point inZ
with the distances to all other points in the set. If it turns out that the point is closer than enough other points, then it can be
added toZclose, otherwise is should be added toZfar. Since the size of the setZ is n, and we are trying to determine which
π points are furthest, then a given point must be closer than atleastπ other points. All points which pass this test will be
added toZclose, and those which do not pass are added toZfar.

In order to make this algorithm privacy preserving, the following must be done. In this case, the distances are shared
between the two parties, such that the distance tozi from x is shared asdA

xzi
anddB

xzi
, where the sum of the two shares equals

the distance (moduloF ), and the distance betweenx andzj is shared asdA
xzj

anddB
xzj

. Thus to see if the distance tozi is
less than the distance tozj , then we need to computedA

xzi
+ dB

xzi
< dA

xzj
+ dB

xzj
. Note that, without loss of generality, this

algorithm assumes that there are no two points of equal distance away fromx. The case of equal distance can be handled by
breaking ties by means of the point identifiers.

This distance comparison is done in such a way that the answeris randomly split between the two partiesA andB ascA
ij

andcB
ij , such thatcA

ij + cB
ij = 1 mod F if zi is closer tox thanzj and0 otherwise. Once all the points have been compared,

each party can sum all their shares (cA
i =

∑
j cA

ij andcB
i =

∑
j cB

ij), such that the sum of these two shares is equal (mod F)
to the number of points which are farther fromx thanzi. If this number is greater thanπ then it belongs inZclose, which can
be computed by comparingπ < cA

i + cB
i . Otherwise the point is added to the setZfar. Then this process is repeated for all

zi ∈ Z. Once this loop completes,Zfar contains theπ points which are furthest fromx, andZclose contains the rest. The
pseudocode for this algorithm is found in Algorithm 2.

3.2.1 Security Analysis

Theorem 2 The Find Furthest Points calculation (Algorithm 2) privately computes theπ furthest points fromx in the setZ
in the semi-honest model.

Proof. In this algorithm, the private inputs are the local pointx and the set of remote pointsZ, along with the distance shares
from x to each point inZ, andπ, the number of furthest points to find. The output is the setZfar of π furthest points from
the setZ. The only communication in this algorithm takes place in steps 5 and 9. In step 5, two distances are compared,
using the secure comparison protocol. The answer is returned as two uniformly distributed shares in the fieldF , such that
they sum to1 if the answer is true, and0 if the answer is false. Since these shares are uniformly distributed when viewed
independently of each other, they can also be simulated withrandom values from the fieldF . The other communication takes
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Require: x ← basis (local) point
Require: π is number of farthest points to return
Require: Z = {z0, . . . , zn}, (remote points) withn ≥ π
Require: A andB sharedA

xzi
anddB

xzi
, for 1 ≤ i ≤ n, such thatdA

xzi
+ dB

xzi
= distance(x, zi)

1: Zclose ← {}
2: Zfar ← {}
3: for i ← 1 to n do
4: for j ← i to n, i 6= j do
5: ComputedA

xzi
+dB

xzi
< dA

xzj
+dB

xzj
, whereA getscA

ij andB getscB
ij , such thatcA

ij+cB
ij = 1 mod F if dA

xzi
+dB

xzi
<

dA
xzj

+ dB
xzj

and0 otherwise
6: end for
7: A computescA

i =
∑

j cA
ij

8: B computescB
i =

∑
j cB

ij

9: g ← π < cA
i + cB

i , where onlyA getsg
10: if g is TRUEthen
11: addzi to Zclose

12: else
13: addzi to Zfar

14: end if
15: end for
16: ReturnZfar

Algorithm 2: Find Furthest Points

place in step 9, which is another secure comparison. The results of this comparison can be simulated sinceZfar is the output
and the answer will be true if the point is in the setZclose = Z r Zfar and false if it is in the final setZfar. Thus applying
the composition theorem to this algorithm and the two invocations of the secure comparison protocol, this algorithm is secure
in the semi-honest model.

3.3 Extension to the Multiparty Case

So far, we have concentrated on the case where two parties areinvolved in the protocol. In many applications, however, this
algorithm would be more useful if it was extended to the case when more than two parties are involved. This is straightforward
for all computations which involve at most two parties (e.g.distance computations) and thus can be performed serially,except
for the cases where comparisons involve all parties. One such comparison occurs in step 12 in Algorithm 1 where the counts
are shared across all parties. The other case where multiparty comparison occurs is in the Find Furthest Points algorithm
(Algorithm 2), where partyA has the pointx and all the other parties have sets of points. In this case, the comparisons in
steps 5 and 9 can involve multiple parties, and the result of the comparison (in step 5) needs to be shared. However the
general solution, which is used to compute the comparisons,is applicable for the multiparty case, and thus could be usedfor
the multi-party comparisons.

4 Applications

In this section we discuss ways in which the privacy preserving nearest neighbor search can be used, by showing three
data mining algorithms that utilize nearest neighbor search.

4.1 LOF Outlier Detection

LOF outlier detection [6, 7] is a method of outlier detectionthat relies on relative densities of data points. This approach
works well in cases where there are clusters of points with differing densities, and provides a measure of the degree to which
a point can be considered an outlier. Note that in our algorithm we compute the simplified version of LOF described in [46],
which computes as the LOF score the ratio of the density of a point to the average density of its neighbors. The original LOF
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is a more complicated function that takes the distance to allk nearest neighbors as the distance to thek-th nearest neighbor
(i.e. the reachability distance for each point in thek-distance neighborhood is simply thek-distance), and allows for variable
sized nearest neighbor sets (when there are multiple pointswhose actual distance is equal to thek-distance). Extending
our algorithm for simplified LOF to the original LOF calculation is relatively straightforward, but is omitted due to space
constraints.

Before we discuss the privacy preserving algorithm for LOF outlier detection, we must first discuss what the requirements
for a solution are, and how a distributed version of LOF outlier detection should work. To do this, let us first recall how the
local LOF algorithm works. The LOF algorithm computes as theoutlier score of a pointx the ratio of the density ofx times
the parameterk, and the sum of the densities of thek nearest neighbors (i.e. the ratio of the density ofx and the average
densities of its nearest neighbors). In a distributed version of LOF, the computation of the outlier score, and thus alsothe
computation of the densities of the points, must take into account the fact that thek nearest neighbors may not be contained
within the local data set.

For an ideal secure computation (that is, one in which all inputs are sent to a trusted third party who performs the calcu-
lations locally, and returns each party’s respective output), the only information that would be revealed would be the final
outlier scores for each point. Also, since each party does not need to know the outlier scores of the other party’s points,only
the scores for the local points should be in the output for each party. Since each party can run the algorithm locally, and
then compare the scores from the secure computation to the local computation, it is important to examine what information
would be leaked from the secure computation. By comparing the two computed scores, a participant can infer some infor-
mation about the locations of the other party’s points. For example, if the other party has a dense cluster of points within the
neighborhood of a local point, and the local neighborhood ofthat point has a relatively low density, then the outlier score
could increase. If that dense cluster is very close to the local point, and it is denser than the local neighborhood, then the
outlier score can decrease. However this leakage is unavoidable, since this information is leaked even in the case of theideal
computation.

4.1.1 Protocol

For the simplified version of LOF that were are using, the LOF score of a pointx is

LOFk(x) =
densityk(x) · k

∑
n∈Nk(x) densityk(n)

(1)

wheredensityk(x) =
∑

n∈Nk(x) distance(x, n). Since the distance betweenx and each of its neighbors is shared between
the partiesA andB, then shares of the density of the pointx can be computed by simply summing the shares of the distances.
In other words,A can compute its share of the density of the pointx asδA

x =
∑

n∈Nk(x) dA
xn. Also, B can compute its

share of the density ofx asδB
x =

∑
n∈Nk(x) dB

xn. The shares of the sum of the densities of the neighbors (the numerator in

Equation 1),∆A
Nx

and∆B
Nx

, can be computed in the same way. In order to compute the LOF score for the pointx, we just
need to compute

LOFk(x) =
densityk(x) · k

∑
n∈Nk(x) densityk(n)

=
δA
x k + δB

x k

∆A
Nx

+ ∆B
Nx

.

This can be computed securely by means of the secure divisionprimitive discussed in Section 2.3.3. The full details of this
algorithm are found in Algorithm 3.

4.1.2 Security Analysis

As in the case of all the applications of the basic method, theentire algorithm is only provably secure if the Nearest Neighbor
Set and the Extended Nearest Neighbor Set are included in thespecified output. In this case, the Nearest Neighbor Set needs
to be in the output of both parties.

Theorem 3 The Privacy Preserving LOF algorithm (Algorithm 3) privately computes the LOF scores of each party’s points,
as well as the Nearest Neighbor Sets and Extended Nearest Neighbor Sets, in the semi-honest model.

Proof. The private inputs in this case are the respective sets of data points, and the output is the outlier score of each point
in the respective sets of points. In addition, the output contains the Nearest Neighbor Set along with each point’s Extended
Nearest Neighbor Set. The communication that takes place inthis algorithm occurs in steps 2, 5, 10, and 12. In step 2 and 5,
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Require: Two sets of pointsX andY owned by the two partiesA andB respectively
1: for all x ∈ X do
2: Compute the nearest neighbors forx, using Algorithm 1.
3: Using the distance shares from the last step,A andB compute shares of the density ofx: δA

x andδB
x respectively.

4: end for
5: Repeat steps 1-4 for ally ∈ Y
6: for all x ∈ X do
7: Nx ← k nearest neighbors forx (for which density has already been computed)
8: A computes∆A

Nx
=

∑
i δA

ni
for all ni ∈ Nx

9: B computes∆B
Nx

=
∑

i δB
ni

for all ni ∈ Nx

10: LOFx ← divide(δA
x k, δB

x k,∆A
Nx

,∆B
Nx

)
11: end for
12: Repeat steps 6-11 for ally ∈ Y

Algorithm 3: Privacy Preserving LOF Outlier Detection

the nearest neighbors are being computed for each point. This was shown to be a secure computation, and the output of this
protocol is the Nearest Neighbor Set (and the Extended Nearest Neighbor Set) for each point, which is part of the specified
output. In steps 10 and 12, the LOF score for a point is computed using the secure division algorithm. The output of these
steps is the LOF score of the point, which is part of the output. Thus applying the composition theorem to this algorithm, the
density calculation, and the secure division protocol, this algorithm is secure in the semi-honest model.

4.1.3 Extension to Multiparty Case

To extend this algorithm to the multiparty case, all that is needed is a multiparty version of the division algorithm. The
nearest neighbor detection algorithm can be extended to themultiparty case, as was shown above. Once the neighbors are
found using this method, the density will be shared among multiple parties, and thus in order to get the LOF score, all thatis
needed is a multiparty case of the division algorithm, wherethere arem parties, thei-th party holdssi andti, and the LOF
score is

s1 + · · · + sm

t1 + · · · + tm
.

This can be computed in the three party case [34] and in the more generalm-party case [5].

4.2 SNN Clustering

SNN Clustering is a technique for clustering that defines similarity based on the number of nearest neighbors that two
points share. The shared nearest neighbor similarity for two pointsx andy is defined to be the number of neighbors that
appear in the nearest neighbor lists for bothx andy, if x andy are in each other’s nearest neighbor lists. If they are not in
each other’s nearest neighbor lists, then their similarityis 0. A graph that uses this notion of similarity is constructed and
is called the SNN graph. This graph can be constructed based on information computed using our nearest neighbor search
algorithm if the parties share their nearest neighbor lists(as was required for LOF outlier detection in Section 4.1).

A description of SNN Clustering techniques can be found in [46]. There are two main methods of SNN Clustering, the
Jarvis-Patrick method [25] and SNN density based clustering [13, 14]. The Jarvis-Patrick clustering method is to compute
the nearest neighbors of each point, find the similarity between each point, extrapolate this into a sparse graph where points
are connected if their similarity exceeds a certain threshold, and designate as clusters the connected components of this
graph. For SNN density based clustering, a notion of densityis computed for each point that is based on the nearest neighbor
similarity of the point, and then a DBSCAN [15] like algorithm is run to identify connected components of high density
points. In both of these algorithms, no additional private information is required beyond what is needed to construct the
similarity graph. Also, both of these can be extended to the case of more than two parties since the nearest neighbor search
algorithm was shown to be extensible to the multiparty case.
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4.3 kNN Classification

The problem of kNN classification [10] is as follows. Given a set of labeled records, and a given query instance, find thek
nearest neighbors, and output as the predicted class label the majority class label of those neighbors. In a distributedsetting,
the nearest neighbors can be discovered among all the various sites. Previous approaches to solving this problem in a privacy
preserving way [8, 28] assume that the query point is public knowledge for all the sites involved. However, it would be more
desirable if the query point was only known to the party to which it was submitted. Using our basic nearest neighbor search
algorithm, these goals can be achieved.

4.3.1 Protocol

Given thek nearest neighbors of a pointx, our task in this algorithm is to find which class is represented by the most
neighbors. Once thek nearest neighbors have been determined, each party knows which of its points are in the nearest
neighbor set, and thus knows the class labels for these points. Thus partyB, for example, knows how many of the neighbors
it owns are members in each classci (where1 ≤ i ≤ m, andm is the number of class labels). So each party has a list of class
labels with the number of neighbors in each class. In order tofind the majority class, the sum of the number of neighbors in
each class needs to be compared to the sum of the number of neighbors in all the other classes. The class for which the sum
is greater than all other sums is the majority class.

In order to accomplish this, the only hurdle that needs to be overcome is the comparison. In the two party case this is
fairly straightforward. Using the two party comparison protocol described in Section 2.3.2, a sum can be tested to see ifit is
the largest by comparing it to each other sum individually. If the result is true for each comparison, then it is the largest and
thus represents the majority class. This can be repeated foreach class label until the largest is found1. The answers to these
comparisons are shared securely between the parties, and the sum is compared for equality after all comparisons are made
(the sum of the shares should equalm − 1). Also, the answers to the equality tests should be receivedonly by the party who
owns the point in question, so that the other parties do not learn the predicted class label of the point. This algorithm also
assumes that no two classes have the same counts, and as mentioned in 3.2, ties can be broken using class identifiers. The
pseudocode for this algorithm is found in Algorithm 4.

Require: A query pointx given to partyA
Require: A has a set of labeled data pointsX
Require: B has a set of labeled data pointsY
Require: m is the number of total class labels

1: Run Algorithm 1 to find the nearest neighbors for the pointx
2: For each classci, sum locally the number of neighbors in each class assA

i andsB
i for partyA andB respectively

3: for all classci do
4: for all classcj , wherej 6= i do
5: ComputesA

i −sA
j ≥ sB

j −sB
i , whereA getsrA

ij andB getsrB
ij such thatrA

ij+rB
ij = 1 mod F if sA

i +sB
i ≥ sA

j +sB
j ,

and0 otherwise.
6: end for
7: A computesrA

i =
∑

j rA
ij

8: B computesrB
i =

∑
j rB

ij

9: ComputerA
i − m + 1 = rB

i such that onlyA gets the answer
10: end for
11: For one of the classes,A will have received an answer of true for the equality test, and this can be output as the majority

class

Algorithm 4: Privacy Preserving kNN Classification

1If the answer of true is obtained before the last class is checked, the partyA should not terminate this loop, as it will reveal the identityof the majority
class to the other party.

11



4.3.2 Security Analysis

As in the case of all the applications of the basic method, theentire algorithm is provably secure if the Nearest NeighborSet
and the Extended Nearest Neighbor Set are included in the specified output.

Theorem 4 The Privacy Preserving kNN Classifier (Algorithm 4) privately computes the majority class of the query point,
as well as the Nearest Neighbor Set and Extended Nearest Neighbor Set, in the semi-honest model.

Proof. The private inputs in this case are the respective sets of data points, and the query point (which is known only to
the local partyA). The output of the algorithm is the majority class of the query point, along with the Nearest Neighbor
Set and the Extended Nearest Neighbor Set of the query point.The nearest neighbors are found securely (as was shown in
Section 3) in step 1. The output of this step can be simulated with the nearest neighbor set, which is part of the output. The
next communication takes place when the classes are compared to each other in step 5. The result of these comparisons are
shares that are uniformly distributed when viewed independently, and thus can be simulated with a uniform random number
from the fieldF . Finally, the sums of the shares are compared for equality. The output of this (fromA’s perspective) will
be true for the majority class (which is part ofA’s output) and false for all the others.A can simulate the answers from
these comparisons with the output.B on the other hand, gets no information about the comparisons, including which class
causes the loop to terminate, since the loop will not be terminated early. Thus, by applying the composition theorem to this
algorithm, the nearest neighbor algorithm, and the secure comparison primitives, this algorithm is secure in the semi-honest
model.

4.3.3 Extension to Multiparty Case

In the case of two parties, the total sum of neighbors for a given class is shared between two parties. Thus the two sums can be
compared using each party’s local shares as shown in step 5 ofAlgorithm 4. However, in the case of three or more parties, the
sums are spread across all parties, and thus the two-party comparison cannot be used. In this case a multi-party comparison
algorithm could be used to compute the comparison. Alternatively, this comparison can be accomplished in the following
manner, using a two-party comparison protocol. Let us take the case of 3 parties,A, B, andC. We will also consider 2
classes,C1 andC2. The total counts for these two classes will bec1 andc2, respectively. Now the countc1 is shared among
the three parties ascA

1 , cB
1 , andcC

1 , so thatcA
1 + cB

1 + cC
1 = c1. Similarly, the countc2 is shared among the three parties as

cA
2 , cB

2 , andcC
2 , so thatcA

2 + cB
2 + cC

2 = c2. To perform the comparison,C simply chooses at random two valuesr1 andr2

from the fieldF , and sendsr1 andr2 to A, and sendscC
1 − r1 mod F andcC

2 − r2 mod F to B. At this pointA andB
can compare the counts to see ifc1 > c2 by computing ifcA

1 + cB
1 + (cC

1 − r1) + r1 mod F > cA
2 + cB

2 + (cC
2 − r2) + r2

mod F . This can also be extended to an arbitrary number of parties by picking one of the parties to play the role ofB (A
would be the party with the query instance), and having each other party in turn play the role ofC. Thus the parties playing
the role ofA andB would accumulate random shares of each other parties countsand at the end would be able to compute
the comparison. In this case the comparison results would beshared betweenA andB, and thus step 9 of the algorithm
would remain unchanged.

This extension maintains the security of the kNN Classification protocol. Since the parties playing the role ofC select the
r value uniformly at random from the field, the shares thatA andB get ofC ’s values are uniformly distributed when viewed
independently. Thus the shares give no information as toC ’s individual counts. Also, since all parties have a share ofthe
total (even if a party has0 neighbors for that class), no information is leaked as to howmany neighbors each party has within
each class. Thus the multiparty extension is as secure as thetwo party version.

5 Complexity Analysis

The overall complexity of the algorithm is dominated by the secure multiparty computation protocols (nearest neighbor
search in general involvesO(n2) computation and this algorithm involvesO(n2) secure multiparty computation protocols).
There are two major components to the complexity of these protocols: communication and computation. If we assume that
we use homomorphic encryption [19] as the underlying primitive for the distance computations, we can concretely analyze
the computational and communication complexity of this part of the protocol. For this analysis we will assume that only
two parties are involved, and that each party hasn data records, for a total of2n records. Let us also assume that each data
point is of dimensiond, that each record contains32 bit integers, and thus the field in which we perform the arithmetic is the
integers modulo a64 + d bit integer (in order to contain the largest possible dot product, where each of thed components in
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the two vectors are232). Also, the homomorphic encryption scheme that we use is Paillier’s encryption scheme [42], with a
1024 bit RSA modulus, and thus the encryption involves2048 bit exponentiation and multiplication. Finally, we assumethat
Paillier’s encryption scheme has the appropriate values precomputed (the amount of time required for the precomputation
will be discussed later in the section).

Now a total ofn2 pairwise distances need to be computed as the first step in thealgorithm. This involves the computation
of n2 dot products. As per the dot product algorithm in [19], each component must be encrypted by the first party and sent
to the second party. The second party computes then2 dot products and sends back encrypted random shares, which the first
party must decrypt. Thus, the first party must computedn encryptions, and send thesedn values to the second party. For
each dot product, the second party must computed exponentiations andd multiplications, followed by an encryption and
a multiplication. Finally, thesen2 encrypted values must be sent back to the first party, who mustdecrypt them all. Thus,
the total computation required by the first party isdn encryptions andn2 decryptions. If we ignore all multiplications and
divisions in the encryption and decryption routines, we have the first party computingdn + n22048 bit exponentiations. The
first party then must send2048dn bits to the second party. The second party must then compute(d + 1)n2 exponentiations.
Thesen22048 bit values must be sent back to the first party, who must computen2 exponentiations. Thus, the total bandwidth
required is2048(n2+dn) bits, and the total number of2048 bit exponeniations isdn+n2+(d+1)n2+n2 = dn+(d+3)n2.
However, it is interesting to note that these encryptions can be highly parallelized, and thus can be greatly sped up through
the use of high powered computers with multiple processors.

In addition to this, there areO(n2) comparisons that need to be computed. It is not entirely straightforward what the most
efficient mechanism is to perform this computation, and thusproviding a concrete implementation for this protocol is left for
future work. It is important that the end solution is not onlyas efficient as possible, but also easy to implement.

5.1 Optimizations

We can see from the previous section that the algorithm is somewhat heavyweight, in that it is quadratic in terms of
secure multiparty computation primitives, and may be difficult to execute in the case when the number of points is very large.
Unfortunately, this is the case of many Privacy Preserving Data Mining solutions based on secure multiparty computation.
Thus, in this section, we propose a few mechanisms that can beused to speed up the execution of the protocol, as a tradeoff
in terms of the accuracy of the results.

The first is the use of sampling, which is a common mechanism used in data mining. The parties involved could select a
subset of their data that will be used to find the neighbors. Thus, the neighbors can be found for each point, but the neighbors
will only be located in the sample2. Thus, if the sample is of sizem, with m << n, then the protocols would run in time
O(mn) for outlier detection and clustering and timeO(m) for classification.

The next possibility to increase performance of the algorithm is to only run it for a restricted portion of the dataset. This
would not be applicable for the classification protocol, since there is only one query point for which neighbors are found.
However, the outlier detection could be run only on the localpoints that are anomalous locally. Since points that are in dense
clusters would be both locally and jointly non-anomalous, finding the joint anomaly score for these points would give no
extra information. Similarly, the clustering could be run on points that are not a part of dense clusters, since those points
would likely remain in those clusters even with the joint data. It is difficult to quantify how much accuracy would be lost
in this way, however it would enable the parties involved to be able to run the algorithm and receive some results, hopefully
resulting in better results than if the algorithm was only run locally. Related to this idea would be the use of preclustering in
order to prearrange the data, so that neighbors are only searched for in the closest cluster. This would affect the accuracy of
the results in a somewhat unpredictable way, but would greatly reduce the complexity of the algorithm.

A final possibility to increase performance, which is left asan area of future work, is to investigate the field of approximate
nearest neighbor search. Much work has been done in this field[4, 21, 32], and applying those principles to the field of privacy
preserving nearest neighbor detection could result in faster algorithms that privately find the approximate nearest neighbor
sets.

6 Related Work

Much work has been done in the field of Privacy Preserving DataMining. There are two main approaches to this field: the
data modification approach, and the cryptographic approach. The data modification approach consists of two major angles

2This technique has been used quite effectively to identify anomalous net-flows in large collections of network data usingthe LOF scheme [11].
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as well, one being the randomization method and the other beingk-anonymization. The randomization method was initially
proposed by Agrawal and Srikant [3], with their work on reconstructing approximations of distribution of the original dataset
from randomly perturbed values. The randomization approach has also been applied to association rule mining [16, 43] and
clustering [39, 40, 41], in addition to further work on decision trees [2]. This randomization approach was shown to have
some limitations [29], where under certain circumstances,the original data points were able to be recovered with fairly high
accuracy, thus greatly reducing the privacy guarantees of some randomization methods. Algorithms have also been developed
to compute clusters by exchanging higher level information, such as generative models [36], without exchanging the actual
data and without relying on randomization.

The k-anonymization approach was largely established by the works of Sweeney and Samarati [44, 45]. The idea of
k-anonymization is simply to modify the records of the data such that for every record, there arek − 1 other records that
are indistinguishable from it. This is effective at preventing re-identification, which is the process of using fields that do
not obviously identify an individual (e.g. zip code or data of birth), and combining them with some external information
(e.g. a phone book), to link the identity to the record, thus breaking the privacy of that individual. The main technique to
obtain ak-anonymous data set is generalization and suppression. Various techniques have been proposed in [44, 45, 23], and
they essentially work by reducing the granularity of the data, making the attributes less specific. This is typically done on a
selected subset of the attributes that are deemed potentially identifying, as achieving optimalk-anonymization was found to
be NP-hard [37]. Anonymization has also been used for IP Addresses [17, 38].

The cryptographic approach primarily makes use of Secure Multiparty Computation ideas from the field of Cryptogra-
phy [20, 51]. In this setting, two or more parties want to jointly compute the function from the combination of their inputs,
such that they learn the output, yet receive no more information about the other’s input than they can discern from the output
alone. Much work has been done in this area, starting with [33], where a private computation was shown for computing
information gain, allowing a secure computation of ID3 decision trees. Following this, much work was done for general
tools for privacy preserving data mining (including secureset operations [9, 31] and secure sum and scalar product [9]), kNN
classification for horizontally partitioned data [8, 28] and vertically partitioned data [52], association rule mining [27, 47],
k-means clustering [24, 26, 48], outlier detection [49], andfurther work on decision trees [50].

The previous work on kNN classification for horizontally partitioned data [8, 28] deserves some extra discussion, as the
key step in kNN classification is to compute thek nearest neighbors of the given point to be classified. In bothof these
works [8, 28], the authors assumed that the query point was public knowledge (including the values for all attributes). For
both works the first step for each party is to compute thek closest points from the local data sets. From this point, Chitti et
al. [8] make use of a distributed randomized algorithmPP-TopKto compute thek smallest distances to the query point. This
is followed by a secure sum algorithm to compute the totals for each class, from which the majority class can be found. In
Kantarcioglu and Clifton [28], once each party computes thek closest points in their respective data sets, the distance from all
mk points to the query point are compared securely to each other(wherem is the number of parties involved), and the results
are sent to a semi-trusted third party (after scrambling to prevent the third party from learning which party contributed which
points) along with the class values for each point (encrypted using the querier’s public key). The third party can then compute
thek nearest points from themk points, and engages in a secure computation with the querierto compute the majority class
label.

Since in both of these works the query point is given to each party involved, neither of these schemes can be used for
LOF outlier detection and SNN clustering. The reason is thateach of the data points themselves are the “query” points, and
releasing them would release the entire data set. For kNN classification, both of these schemes, as well as our scheme, are
potentially applicable. In our work however, the query point is assumed to be private in addition to the data sets, which is a
requirement in certain applications. For example, if the query point is a patient record, that patient’s information should be
kept private, in addition to the records of the patients in the other data sets. Note also that in Chitti et al., once the neighbors
are found the secure sum algorithm is used to sum up the total counts for each class label. This effectively releases the counts
for each class label, and discloses the class distribution among the nearest neighbors. In our extension for kNN classification
however, only the majority class is found, and the additional class information is not leaked. Finally, for Kantarcioglu and
Clifton a semi-trusted third party is required to find the nearest neighbors and the majority class label. This assumption is not
required in our construction.

To the best of our knowledge, the only other work that has addressed outlier detection was by Vaidya and Clifton [49].
In that work they describe an algorithm to compute distance-based global outliers, where a point is declared an outlier if
the distance to all other points (or a certain percentagep of the other points) is greater than some given threshold. Asthis
requires finding all neighbors closer than a threshold, their kernel and our kernel are very similar. Both run in quadratic time
and are capable of detecting the nearest neighbors within a certain distance from the point in question. In their algorithm, that
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distance isdt, a predefined static distance. In our scheme however, the distance is the distance to thek-th nearest neighbor,
which varies for each point. This difference is key, as it enables the computation of much more information about the points.
Vaidya and Clifton’s kernel allows for the computation of a binary classification for outliers - either a point is an outlier or
it is not. Our kernel, however, allows for the computation ofthe LOF score of each point, ranking each point in its degree
of outlier-ness. It also allows for outliers and clusters tobe computed based on local density. Thus our algorithm is more
suitable to be used as a subroutine to provide private computations of algorithms that require the computation of nearest
neighbors sets, which we show in our applications to LOF outlier detection, SNN clustering, and kNN classification.

7 Conclusion

In conclusion, we have shown a protocol for privately computing the k nearest neighbors of points in a horizontally
partitioned data set. We described this algorithm in the twoparty case and proved security for each of the parts of the
algorithm. In addition, we showed how to extend the nearest neighbor computation to the multiparty case. We also showed
how this algorithm could be used to compute LOF outlier scores, SNN Clustering, and kNN Classification, including security
proofs and extensions of each to the multiparty case. Finally, we analyzed the complexity of the scheme and suggested some
mechanisms to improve the performance of the protocol at theexpense of accuracy.

Since this algorithm is most likely to be used as a step in a more complicated process, it would be desirable to hide the
identities of the neighbors (or share this information securely to enable further computation), so that the end result is obtained
without leaking this information. This would require a solution more tightly coupled with the information that is needed from
the neighborhood (i.e. it would be highly application-dependent), and is left for future work. Also, this work is focused on
horizontally partitioned data, and another area of future work would be extending it to vertically partitioned data. Finally, one
last area of work would be to investigate the area of approximate nearest neighbor search, in order to develop faster private
computations of the neighbors.
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